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INVESTIGATING FRAUD
IN WINDOWS-BASED DRIVING EXAMINATION
THEORY SYSTEMS AND
SOFTWARE

Fraud can take many forms, can take place practically anywhere, any
when and any how. Theoretical driving examinations are now computerized in most parts of the world and the overwhelming majority of such systems tend to have some to no security at all, relying
instead on the invigilators of the exam to catch those suspected of
fraud. But, what happens when the invigilators fail and you, the digital forensic investigator, is asked to look into the case? Where does
one start, where does one go and where does one end up? What do
we investigate, how do we go about it and what tools with?

the moment of arrival to the end report submitted to the client.

This means we are going to be dealing with the nightmare
scenario where our crime scene is possibly several months
old and very seriously tainted (as non-essential government
bodies tend to respond fairly slowly and after much red-tape to

been called to investigate it and present a report.

fact that, in such a scenario, you cannot explicitly trust the data
you collect or any information that you are given and cannot
corroborate in a straightforward way.

gating such systems from the point of view of the digital foren-

To begin with, it should be stated that, as most driving test

The data has been tainted, the exams are running 2-3 times
ration of the investigation, so we are told we have to release

and we are always going to be needing to deal with red-tape
-style bureaucracy, where everything is moving much more
slowly than when dealing with the private sector.
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where practically everybody has access to the building be-

uch-screen technology with more conventional input devices

ut the building is the norm, and they are used by both staff and
examination candidates at the same time.

integrated to form as small a footprint as possible. The type

This means we can assume three things:
a. That the test area is not completely isolated.
invigilator in the room, under proper examination conditions.
and the candidates.
tem without being seen by the invigilator (also accounting for
the government body can do about it, nor is there any reble physical access points, barriers to access and subversion
access point, when and how (forget about going through
to fraud.
points, see whether that range extends to the testing room,
to the testing room itself.

wings of such information on the physical locale of the crime
scene, we need to move to the more traditional aspects of a
digital forensic investigation, namely the processes of seizure,

and everyone in it before, during and after examination time
nation.

good practice guides, have to be applied to a crime scene
that has been contaminated repeatedly over a potentially large
to be performed in the shortest possible timeframe so that the
test centre can be up and running, for example, the next day,
and you are faced with the nightmarish scenario of having to
perform said processes in such a way so as to comply with

Figure 1: Workstation placement in the examination room.

are of importance if one is to try to map the scene of crime in

compromise whatever shred of evidential value the artifacts
may still retain.

after all the time that has passed since the commission of the
alleged crime. That assumption, which is perfectly valid given
the circumstances, (and should be clearly stated and the reasons detailed in both your contemporaneous notes and in

would in a normal forensic investigation in the real world. The
reason for this is we want to establish how the alleged crime
has been perpetrated, or how it has not been perpetrated (at
infrastructure for that particular room resides. There you need
switch or router, for example, can be of much evidential value,

Figure 2: A typical examination workstation
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it down in your contemporaneous notes, but be prepared for
such information to be either false or not entirely true.
department, is the possibility of their complicity in the alleged
trated through the collusion of the offender with one or more
insiders.

would prove or disprove the actual commission of the aleged crime has been either:

tions;
tention policies;
c. deleted multiple times through re-formatting of the
hard-drive;

ducted in exactly the same way the manual says (image the

important tip, at this stage, is that you should always expect

d. do not exist because the hard-drive has been replaced

d. The sheer number of hard-drive images that you have to
analyze just for this one case.
When it comes to exotic driving examination software, there
are a number of things one has to understand and be able to
velopment of the driving examination software will have been
auctioned off to the bidder with the lowest offer, price-wise.
This means that the software itself will not behave in a predicand
will have to be analyzed in order to identify any points that the

exploit by themselves on behalf of the offender, with or without
the help of the insider.

see the partitioning scheme is split into two partitions, both
software.

to reverse-engineer it, which is a very long and arduous process that may or may not be a waste of time in terms of what
process of reverse-engineering the actual software is not only
reverse-engineering principles and methodologies and a very
bugging.

partment of the examination centre and all the information you

nation workstation.
What you do have to deal with, however, are:

The advantages of this analysis method is that, through simulation and observation, you will gain a deep enough level
and you will have the opportunity to observe, record and analyse all the effects the operation of this piece of software has on
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this analysis method is that it will allow you to also identify, at
the same time, the updating mechanism the software has for
updating the driving examinations. The major disadvantage of
this approach, however, is that it will effectively destroy the

and unpredictable software whose behavior is non-consistent
and non-standards-compliant. But it is my hope that this article

in the previous step of the investigation, and should only be
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been made.
made through the law enforcement body. However, the major
mes from the way the software tends to be distributed to the
driving examination centres, namely through subcontracting
the software is installed and install the image on a number of

completely fruitless as they have of actually allowing you to
With regards to the rest of the points (points c and d, spe-

ce, the usual time-frame you are given to conduct the investigation ranges between one and two months from seizure
to be attempted should mainly concentrate on the retrieval of
any possible information that can be readily retrieved through
standard digital forensic methodologies in the slice of time the
alleged crime has been committed, and the analysis of the
are, after all, dealing with information that has been tainted by
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unlimited time or resources at your disposal.

have been replaced in the time between the alleged crime and
the beginning of the investigation and the previous hard-drives
destroyed before the alleged crime has been reported.
available data due to the time between the commission of the
alleged crime to the time the investigation of said crime has
begun has to be very clearly stated in the reporting process.

cess, in the best of cases, that is highly dependent on the
length of time between an offence and the beginning of the
processing cases such as those of fraud in theoretical driving
examination tests is twofold: not only do you have to deal with
a red-tape-derived increased time-frame between the offence
and the investigation, but you also have to deal with issues
release of the artifacts to issues such as completely custom
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